               Novell NetWare Core Protocol Packet Structures

              ────────────────────────────────────────────────

                     NCP Request/Reply Packet Types

                 ┌──────────────────────────────────────┐

                 │ 0x1111  Create Service Connection    │

                 │ 0x2222  File Server (NCP) Request    │

                 │ 0x3333  File Server (NCP) Reply      │

                 │ 0x5555  Destroy Service Connection   │

                 │ 0x7777  Burst Mode Request/Reply     │

                 │ 0x9999  Request Being Processed      │

                 └──────────────────────────────────────┘

               NCP Create Service Connection (0x1111) Packet

              ───────────────────────────────────────────────

 This packet is used by the client workstation to establish a service

 connection with the NetWare server.

                  ┌─────────── IPX Length Field ───────────┐

                  │    (30)                                │

     ┌────────────┬────────────┬───────────────────────────┬─────────────┐

     │ MAC Header │ IPX Header │ NCP Header/Rqst-Rply/Data │ MAC Trailer │

     └────────────┴────────────┴───────────────────────────┴─────────────┘

                               │                           │

                             ┌─┘                           └─┐

                             │                               │

                             │ 7   6   5   4   3   2   1   0 │

                             ┌───┬───┬───┬───┬───┬───┬───┬───┐ 0

                             │    NCP Request type (0x1111)  │

                             ├ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ │

                             │              ...              │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 2

                             │      Sequence Number (0)      │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 3

                             │    Connection Number (255)    │

                             └───────────────────────────────┘

    NCP Request Type: 0x1111 - NCP Create Service Connection (request)

     Sequence Number: Set to zero if the workstation is logging in for the

                      first time since being initialized (powered-up).

   Connection Number: The file server will assign a connection number to

                      the client.  Since this is a request, and a connection

                      number has not yet been assigned, this value is set to

                      255 (0xFF).

                     NCP File Server Request (0x2222) Packet

                    ───────────────────────────────────────

 This packet is used by the client workstation to request that the file server

 perform some function.

                  ┌─────────── IPX Length Field ───────────┐

                  │    (30)                                │

     ┌────────────┬────────────┬───────────────────────────┬─────────────┐

     │ MAC Header │ IPX Header │ NCP Header/Rqst-Rply/Data │ MAC Trailer │

     └────────────┴────────────┴───────────────────────────┴─────────────┘

                               │                           │

                             ┌─┘                           └─┐

                             │                               │

                             │ 7   6   5   4   3   2   1   0 │

                             ┌───┬───┬───┬───┬───┬───┬───┬───┐ 0   (bytes)

                             │    NCP Request type (0x2222)  │

                             ├ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ │

                             │              ...              │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 2

                             │        Sequence Number        │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 3

                             │     Connection Number Low     │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 4

                             │         Task Number           │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 5

                             │     Connection Number High    │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 6

                             │         Function Code         │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 7

                             │ Subfunction Length (optional) │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 8

                             |  Subfunction Code (optional)  |

                             |      (variable length)        |

                             ├───┬───┬───┬───┬───┬───┬───┬───┤

                             |  NCP Request Data (optional)  |

                             |      (variable length)        |

                             └───────────────────────────────┘

      NCP Request Type: 0x2222 - File Server (NCP) Request

       Sequence Number: The sequence number is incremented by one for each

                        Request - Reply sequence that occurs between the server

                        and the client.  Note that a request and its associated

                        reply will have the same sequence number.

 Connection Number Low: The low order byte of the connection number assigned

                        to this logical connection by the file server.

                        Multiple logical connections may be established

                        between a file server (or servers) and a client.

                        The connection number allows the connection to be

                        uniquely identified.

           Task Number: The task number is incremented by one for each task

                        within a server - client sequence.  For example, a

                        request would be task number 0 and the subsequent

                        reply would be task number 1.  The task number begins

                        at zero for each new function requested.

Connection Number High: The high order byte of the connection number.

                        See Connection Number Low above.  Note that the high

                        order byte is not generally used and will usually be

                        set to 0x00.

         Function Code: The function code specifies what function the client is

                        requesting the file server to perform.

                        See NCP_NUMS.TXT for a list of function codes.

    Subfunction Length: (optional) The length, in bytes, of the subfunction

                        code that follows.

      Subfunction Code: (optional) Certain Function Codes have Subfunction

                        Codes associated with them.  See NCP_NUMS.TXT for

                        a list of subfunction codes.

      NCP Request Data: (optional) This field contains data that is necessary

                        for certain NCP Requests (i.e. file name, file handle,

                        or other information).  If the subfunction fields

                        above are not used, then this field immediately

                        follows the function code field.

                     NCP File Server Reply (0x3333) Packet

                    ───────────────────────────────────────

 This packet is used by the file server to reply to client workstation

 requests, including type 0x1111 Create Service Connection requests and

 type 0x2222 File Server (NCP) Requests.

                  ┌─────────── IPX Length Field ───────────┐

                  │    (30)                                │

     ┌────────────┬────────────┬───────────────────────────┬─────────────┐

     │ MAC Header │ IPX Header │ NCP Header/Rqst-Rply/Data │ MAC Trailer │

     └────────────┴────────────┴───────────────────────────┴─────────────┘

                               │                           │

                             ┌─┘                           └─┐

                             │                               │

                             │ 7   6   5   4   3   2   1   0 │

                             ┌───┬───┬───┬───┬───┬───┬───┬───┐ 0

                             │     NCP Reply type (0x3333)   │

                             ├ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ │

                             │              ...              │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 2

                             │        Sequence Number        │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 3

                             │     Connection Number Low     │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 4

                             │         Task Number           │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 5

                             │     Connection Number High    │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 6

                             │        Completion Code        │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 7

                             │       Connection Status       │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 8

                             |   NCP Reply Data (optional)   |

                             |      (variable length)        |

                             └───────────────────────────────┘

        NCP Reply Type: 0x3333 - File Server (NCP) Reply

       Sequence Number: The sequence number is incremented by one for each

                        Request - Reply sequence that occurs between the server

                        and the client.  Note that a request and its associated

                        reply will have the same sequence number.

 Connection Number Low: The low order byte of the connection number assigned to

                        this logical connection by the file server.  Multiple

                        logical connections may be established between a file

                        server (or servers) and a client.  The connection

                        number allows the connection to be uniquely identified.

           Task Number: The task number is incremented by one for each task

                        within a server - client sequence.  For example, a

                        request would be task number 0 and the subsequent

                        reply would be task number 1.  The task number begins

                        at zero for each new function requested.

Connection Number High: The high order byte of the connection number.

                        See Connection Number Low above.

       Completion Code: The status of the requested function.

        ┌──────┬─────────────────────────────────────────────────────────────┐

        │ Code │  Status - Description                                       │

        ├──────┼─────────────────────────────────────────────────────────────┤

        │    0 │ Success - The requested function was completed successfully.│

        │  255 │ Failure - The requested function failed.                    │

        └──────┴─────────────────────────────────────────────────────────────┘

     Connection Status: The logical connection status.  Usually set to 0x00.

        NCP Reply Data: (optional) This field contains NCP Reply Function Data.

                        For example, the data returned by a file read reply

                        would be contained in this field.

                  NCP Destroy Service Connection (0x5555) Packet

                 ────────────────────────────────────────────────

 This packet is used by the client workstation to destroy a service connection

 with the NetWare server.

                  ┌─────────── IPX Length Field ───────────┐

                  │    (30)                                │

     ┌────────────┬────────────┬───────────────────────────┬─────────────┐

     │ MAC Header │ IPX Header │ NCP Header/Rqst-Rply/Data │ MAC Trailer │

     └────────────┴────────────┴───────────────────────────┴─────────────┘

                               │                           │

                             ┌─┘                           └─┐

                             │                               │

                             │ 7   6   5   4   3   2   1   0 │

                             ┌───┬───┬───┬───┬───┬───┬───┬───┐ 0

                             │    NCP Request type (0x5555)  │

                             ├ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ ┬ ─ │

                             │              ...              │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 2

                             │        Sequence Number        │

                             ├───┬───┬───┬───┬───┬───┬───┬───┤ 3

                             │       Connection Number       │

                             └───────────────────────────────┘

    NCP Request Type: 0x5555 - NCP Destroy Service Connection (request)

     Sequence Number: The sequence number is incremented by one for each

                      Request - Reply sequence that occurs between the server

                      and the client.  Note that a request and its associated

                      reply will have the same sequence number.

   Connection Number: The connection number of the logical connection that the

                      client workstation wants to terminate.

                  NCP Burst Mode Request/Reply (0x7777) Packet

                 ──────────────────────────────────────────────

    See the file PBURST.TXT for a description of the packet burst protocol.

                  NCP Request Being Processed (0x9999) Packet

                 ─────────────────────────────────────────────

    If a server has a client's request queued for execution, and the client

    reexecutes the request because it has not received a reply from the server,

    the server responds with a Request Being Processed reply.

    A description of the packet structure was not available at the time of

    this writing.

