              Transmission Control Protocol (TCP) packet format

             ───────────────────────────────────────────────────

    ┌────────────┬───────────┬────────────┬──────────────────┬─────────────┐

    │ MAC Header │ IP Header │ TCP Header │ Layer 5 Hdr/Data │ MAC Trailer │

    └────────────┴───────────┴────────────┴──────────────────┴─────────────┘

                             │            │

       ┌─────────────────────┘            └────────────────────────────┐

       │0               8              16              24            31│

       ┌───────────────┼───────────────┼───────────────┴───────────────┐

       │         Source Port           │       Destination Port        │

       ├─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┤

       │                       Sequence Number                         │

       ├─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┤

       │                   Acknowledgement Number                      │

       ├─┴─┴─┴─┼─┴─┴─┴─┴─┴─┼─┼─┼─┼─┼─┼─┼─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┤

       │ Data  │           │U│A│P│R│S│F│                               │

       │Offset │ Reserved  │R│C│S│S│Y│I│           Window              │

       │       │           │G│K│H│T│N│N│                               │

       ├─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┼─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┤

       │          Checksum             │        Urgent Pointer         │

       ├─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┼─┴─┴─┴─┴─┴─┴─┴─┤

       │                 Options                       │   Padding     │

       ├─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┤

       │                              Data                             │

       └─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┴─┘

            Source Port: Source TCP port address.  This address identifies a

                         process or service that resides at the source host.

       Destination Port: Destination TCP port address.  This address identifies

                         a process or service that resides at the target host.

        Sequence Number: Sequence number of the first data byte in the segment.

                         If SYN is set, then the sequence number is the

                         Initial Sequence Number (ISN) of the connection.

 Acknowledgement Number: If the ACK bit is set, this contains the value of the

                         next sequence number that the sender expects to

                         receive.

            Data Offset: Number of 32-bit words in the TCP header (range:5-15)

          Control Flags: Single bit indicators used to establish, maintain,

                         and terminate connections.

                         URG: Urgent Pointer field significant (URG=1)

                         ACK: Acknowledgement field significant (ACK=1)

                         PSH: Push Function (PSH=1).  Tells receiving TCP

                              to immediately deliver the data in this segment

                              to the upper layer protocol.

                         RST: Resets the connection in the case of duplicate

                              SYN's, host crashes, etc.  (RST=1)

                         SYN: Used to establish connections (SYN=1).

                         FIN: Used to terminate connections (FIN=1).

                 Window: The number of bytes, beginning with the one indicated

                         in the Acknowledgement field, which the sender is

                         willing to accept.

               Checksum: Applied to the TCP header and data

         Urgent Pointer: Specifies the last byte of Urgent data (URG=1)

                Options:

                         End Of Options List: Indicates the end of the options

                           list.

                         No Operation: May be used between options to align

                           the beginning of a subsequent option on a 32-bit

                           boundary.

                         Maximum Segment Size: Indicates the maximum receive

                           segment size at the TCP which sends the segment.

                           Must only be seent in the initial connection request.

